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Bwww.csu.edu.cn

mhttp://www.csu.edu.cn:80/index.htm
mhttps://www.csu.edu.cn:443/index.html
Bscheme://host.domain:port/path/filename
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BHTTP: Hypertext Transfer Protocol (BB AEHiN)

HTTP Client HTTP HTTP Server

(Browser) (over TCP/IP) (hostname: port)
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Client-side o L RS MESSEEEJ\ HTML pages, —:ID
Programs N Forms, AppIEtEJ —
Response Message |——'/ . Database
‘ i - Server-side =017 _'”"
p . Programs ..
| | TCP/IP Network e

|

Application HTTP
Presentation SSL
Session
Transport TCP Multiplexing (Port), Re-transmission
Network IP Addressing (IP Address), Routing
Data Link IEEE 802.11x
Physical
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METHOD /path - to -resource HTTP/Version-number

Http/version-number status code

message

Header-MName-1: value

Header-Name-2: value

Header-Name-1: value

Header-Name-2: value

Optional request body

Optional Response body
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mNETU

HTTPiEk
BRI E
e > ag Ay i —‘;;é s ,ﬁwﬂn ¢ ./\ o <

S %Tﬁmm \ m&mﬁ///:mwwwm%ﬁ,%Pmﬁﬁmgﬁmﬁmmmﬁm%ﬁmmz
1=t i) 2 ﬂ TP/1. 15

2 3 Weg, application/x-ms-application, image/gif, application/xaml+xml, image/p

P SR d. ms—excel, application/vnd. ms—powerpoint, application/msword, */*

NS EETHRE B’J e ar ThiC
B H02111a/4 0 (compatible; MSIE 8.0; Windows NT 6.1; Trident/4.0; SLCC2; .NET CL

.NET CLR 3.0.30729; Media Center PC 6.0; Tablet PC 2. 0)
s Eﬁﬁ“ﬂ%ﬁﬁ%ﬁ-ﬁccep_t-ﬂncodlnﬂ gzip, deflate
iy 32,168, 159, 188:8000

t Keep-Alive
B/ /
HTTPRZ header: EEVTE @ABTBRAMMISHEEILIE K55

RET HITP/1.1 200 OK
Content-Length: 112
Connection: Keep-Alive

Content-Type: text/html
| Server: Muduo

IEAVAISEAR | <html ><head><titledThis is title</title></head><body><hl>Hello</hl}ion iz 20130613 GE:IZ:0
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B GET vs POST

POST /fcreatelser.php HTTP/1.1
Host: xyz.com

:f firstname=john&lastname=smith

User Details Success
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B SES
m200 OK  //ZEFimiaKpkll
m400 Bad Request //ZFimaKBI1E AibiR, AEeHRSESFTE
m304 Not Modified //FTiEKHIRIERIZEL, NoIREEAEIER
404 Not Found //I5RFFEARFIE, eg: WA TiEI=AIURL
m500 Internal Server Error //IRSE 2 AN FREARVEEIR

R
Y

meg: HTTP/1.1 200 OK (CRLF)
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2. HTTPRI KX EBATE
3.
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HTTP/0.9  HTTP/1.0 HTTP/1.1 HTTP/2.0 HTTP/3.0
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mHTTP/0.9 — BE{THY
BHTTP BIE/MRA

— —MERR ZEFin/RSSRE. BRI, X telenet RIFAINNY

miEK: BT (method + FTERIHYAY path)

B9 (X GET

JEIvESE

U (Y3

B AN

MRS D HETRAOE

m;28 HTTP headers (TLAGHEMABTRERING), 127
S R AN

URLs, i%7

GET /index. html

<html >
<hodyv>Hello World< body>
</html>

5 status/error 1XH8, 151
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BHTTP/1.0 — MEAH &M
B RES R AR IFAINY

B XIS ERE 2 F E ToadERY header B (HTTP iiAS. status code
#0 content type)

W[ :

ABERIRT

B A (Content-Type SLERRM 7 &4 HTML Z7M4AVEE

S=

11— WA, #HFEIVEGERINSS)
B354 GET, HEAD , POST

[
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~\,~::// CENTRAL SOUTH UNIVERSITY

GET / HTTP/1.0

User—Agent: Mozilla/5.0 (Macintosh: Intel Mac 0S5 X 10_10 5)
Accept: /%

HTTP/1.0 200 CK

Content-Type: text/plain

Content—Length: 137582

Expires: Thu, 05 Dec 1997 16:00:00 GMT
Last—Modified: Wed, 5 August 1996 15:55:28 GMT
Server: Apache 0. 84

‘html>
<bodv>Hello World</body>
</html}
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BHTTP/0.9 #] HTTP/1.0 iYE |05k

RS MERE— M

mHTTP/0.9 #1 HTTP/1.0 #iFE/AERIEREL — 1 FHNEE (FHEREIXIRAIN
N BPRIFNZIER) .

BERFTERSENRY, R h—iE TCP =IXIETF.
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WHTTP/1.1 — FRECRINY
mIXREII 2 ER HTTP kA

BT
m R

mEENE: FIFO
B Content-Length FE&
B 7 IR1L M m AT
|03
m"BASLEEZE" (Head-of-line blocking)
B Ei8FIFO, AILIRZMNMEK, (BRMNERIEEKINFARE]
B R ia K
B S/MRITEHR, BEFimas O AKEINNANERER, IFRFEK, SIEMFIRRA
BRRGE
B —PME R 6 kS
BEE=
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BHTTP2.0

% E A (Multiplexing)
B RIFRERET B —R HTTP/2 EEREZERIER-NHE

HTTP/1.1 Baseline HTTP/2 Multiplexing

Lot =y U =
[J é¢— Open ch.'mection —_— »ﬁ u 54— Open (gwct:on — 0¢

T

Time
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BHTTP2.0
B 4
BN ARMHTTP2)FEMEZE(TCP or UDP)Z [Eli&Ei—A i3 #] i 2
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mHTTP 3.0

BQUIC (Quick UDP Internet Connections)
m ETUDPRYER RN
miEmM5ETEE ERME
mEREFEMEZE (HOLEZE)
B ERTTENEE
BRI EEAIE
B FECHE2U5E
BCEEAIEZR
B REERSIE
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3. HTTPS
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BHTTPS
mHypertext Transfer Protocol over Secure Socket Layer
BHTTPRYZ 2R, HLZEEAMZESSLIMY
BECAERTCPIR[443

HTTPS | = | HITP | + |TLS/SSL

‘| HTTP N i
[ TLs/SSL EREH  mERl
| o ST Spiait J |




3.HTTPS

mTLS/ SSLEEIpﬁi;gigzi. BX5\RREN Hash, XIFRINZFIAEXIFRINE
BB = THe
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| | AESDESRC4 | | MD5S |

| RSAECCOH | | |

=|FexsEines | +| JIEROEE |+ B ;

TLS/SSL= ¥ e

A | L%%WFWI | Btemme |
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3.HTTPS S k¥
B EPISIEFCARTIES

P
&5
EW Sig=Enc_by_priavate_CA[Hash(/NFO)]
A \ BESZ{SE2-INFO
- o RHIACA_qq
2FHRISE « 2EE12015/1/1-2017/1/1
CA  TREER: .
e 1543: cdn.gqg.com
3 « EB{EE: TEG/APD
» 23§H: pub_server
1.EREIAUEGES) 3ERIUEH
o TEIAEEINFOREE
o ERRASTARN D_cal=Hash(/NFO)
pub_svr & pri_svr o FCAILPRINBEERES
o FHARIBER D_pem=Dec_by_pub_CA[Sig]
feh &/ EiEE/ 5H o WELRMEE
o SERIERNMF.csr D_cal == D_pem
FEBTARER « BIFETER
02 /B E/EEmE
| p— _SHIFED
server | | client
) 6.2 RN




